Appecauus Ha KaHalsHOM ypoBHe (MAC-agpec)

AJlpecaitis Ha KAHAUTBHOM YPOBHE OCYLIECTBISETCS IPH TIOMOLIH anmnapaTHbiX aIpecos
(MAC-anpecos, puc. 2.3). Cymecrayer tpu Tuna MAC-anpecos:

s Huwmesnayansnstii anpec (Individual) — nenonsayeres ans naenrndukaimm
OT/IENBHBIX YIIOB CETH,

¢ lllupoxosemareasusiii agpec (Broadeast) - ucnonssyerca s ofpamenns no scem
Yilam CCTCBROIND CCrMeHTA;

¢ [pynnosoii aapec (Multicast) — ncnoas3yercs s oTnpaski coobieHnil nornyeckoii

rpynne yinoe CETH.
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Puc. 2.3. Kanp Ethernet

Ha pucynxke 2.4 nokazan opmat e e yaisHoro MAC-aapeca. JlBa crapumx paspsaa
peera pasast nymo. Jlasee naer naentnduxarop nponssoaurens (22 Gura),
npucsanpaemuiil komurerom IEEE nponssoanrensm cerenoro obopyaosans. [lance waer
HACTH AJIpeca, cocToAad 13 24 OuT, Onpe/ie/aemMan CaMHM POHIBOANTEIICM,



0 0 22-6ut nnesTuukatopa 24-0ut agpec yina
NPOH3BOIHTENA

Puc. 2.4. MAC-anpec

MAC-agpec M pasrpaHMuYeHMe JocTyna

JIOBONEHO YACTO pasrpaHHyYeHHe pocTyna ocHosano Ha MAC-anpecax. Hanpumep, oHo
MOZKET HCTIONLIOBATLCA KAK JOMOIHHTCILHBIH MEXAHHIM 3AIIHTE B OECIIPOBOAHBIX CETAX,
MOCKMIEEY BEPOATHOCTE HECAHEITHOHHPOBAHHOTO MOIRTIOMCHIA K Eecnpnﬂ»im:uuii CETH
BEIIE, €M K CETH, HCnonb3yioweii kabenn. Huoraa ayrenmnuuuposannsie ceccHn
yunrsisaiores no MAC-anpecam kanentos. Bosnnkaer BONpoc: HACKONLKO peaibHa
noamena MAC-aapeca (Tax nassisaeMelit «MAC Address Spoofing»)?

MAC-aapec CUMTBIBACTCA MEpPE3 NOPT BBO/1a-BHIBOIA CETEROTO AJIANTEPA B MPOLECCe
3Arpy3kH ONepalHOHHOI CHCTEMbI, MOMEMIACTCA B AMATD, 4 3JaTEM HCIOAL3YETCA HpH
BBITOIHEHHH ONEPaIii C CeThIO.

Coorsercreenno, navenuts MAC-aapec yana MOXHO clneayiommMu criocobamu:
* Ha uinveckom yponse («nepenpoumsgay CeTesoro ajanrepa)

e B MoMmeHT cunTeiBaniA B naMaTs OC (HanpuMep, B MOMCHT HHHIHATH3AIHH CETCBOTO
ananrepa)
e Ha ypoere OC (nanpumep, nyTéM peiaKTHPOBAHUSA PECCTPA WIH KOH(HIYPAIHOHHBIX

thaiinon). I1or cnocol 3aBHCHT OT JpaiiBepa CETEROO A/IANTEPA H OT ONEPAITHOHHOI
CHCTEMBI

«llepenpoimmpeKay aapeca CETEBOrO AJANTEPa 3AHHMACT CUHTAHHBIC CCKYH/IBI, HO TpedyeT
JONOAHUTEILHOTO 000pyIoBaHNs,
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Hamenenne MAC-aapeca B MOMEHT HHHLIMAIH3ALNH CETEBOTO ananTepa TpeGyeT HARLIKOB
paboTsl ¢ ornagaukom. JUis Henoas3osanus 3Toro cnocodba HeobXOIMMO IHATE ANANAION
BEOJIA-BLIBOAA CETEROTO AJANTEPA H HMETE Kakoi-unbyas ornanuuk (nanpumep, Softlce),
FArPYRAOWMACH 10 onepatnontoit cuetemsl, [Tpn nOMOUWM OTAAIMHKS MOKHO OTHOBHTE
MoMeHT cunThiBanns MAC-aapeca (Hanpumep, NpH 3arpyIke CHCTEMB) M NOMCHATE €ro Ha
peliyemoe snavenne (puc, 2.5).
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Puc. 2.5. Hamenenne MAC-anpeca B momenT 3arpyikn OC

H, naxoueu, rpernii cnocod namenenns MAC-anpeca — socnons3osarses cpeacteamn OC.
Hanpumep, pm OC cemedicraa Windows MAC-aapec MOMKHO 30]1aTs B OKHE CBOICTB
cerenoro ananrepa. [lpw oTeyTeTBHN TAKOH BOIMOKHOCTH MOKHO BOCTIONBIOBATHCS
penakTopom peectpa. B atom caywae norpefyercs co3sarTh HECKOIBKO SHAMHMBIX
MICMEHTOB.

JLn Windows 9x:
Kmou HKEY _LOCAL_MACHINE\System\CurrentControl Set\Services\Class\Net\0000
FHAUMMBIC ATEMEHTHI

NetworkAddress="xx-xx-xx-xx-xx-xx" — TpeGyemsiiit MAC-anpec
SelectedID="xx-xx-xx-xx-xx-xx" — Tpebyemuiit MAC-aapec

Jas Windows NT/2000/XP/2003:

Kmou HKEY _LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\Class\<ceresoii
azanrep>\Homep
NetworkAddress="xx-xxX-XX-Xx-Xx-xx"

Hanpumep, kak ua pucynke 2.6.



Hamats knonky Update MAC
[lepesanycTuts ceTeroil ananrep
Haxats knonky Refresh

B cnincke Bpepxy fo/mkeH noABHTECA HOBEIH MAC-anpec (gononmuuTensHo s
MPOBEPKH MOKHO BOCTIONIL30BATHCA KoMaH o ipconfig /all).

Bepuyts yany uexogusiii MAC-anpec, yeranosue nepekmouarens Value B nonoxenne
Not Present.

Realtek ATLE139 Family PCI Fast Ethemnet HIC Proparties EHEB

Gereral  Advanced [ﬂ!mﬂ I Flesourcas I

The followang properties are available for thee retveork adapter. Click
the propaiiy you wanl o change on the left. and then select ks value

an the right
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Busome (B xakmMx cnydasx Tpebyercs msMeHenme MAC-ampeca)

Hamenenne MAC-aapeca Moxer ObTh NOJNSIHEIM B CASAYIOUIHX COY9a8X:

TecTupoBanHe CHCTEM HA HATHMHE YAIBHMOCTEH ayTeHTHOHKALNN B aBTOPH3ALHHE Ha
ocaose MAC-anpecos (HampuMep, 8 DECOPOBOHBIX CETAX ).

Fikprs ard wied ba slow or devy Wesaisi Clavln uss lom sccadsing thae [NNL-TN0AP
T Disabled MAL Fillars
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PeseppupoBanne yaios, Ipu Kotopom TpedyeTcs Tounoe copnaaenne nvenu, [P-
anpeca n MAC-anpeca. Hanpramep, nns Toro, 9robsl ne notpebosanocs obnosnenne
crarmiecknx ARP-rabimu n3auMo e HCTBYIONMX YRI08 IPH BROAE B CTPOI peIepBHOrO

yana,

Paspemenne npobaem, CRAsaHukIx ¢ mapupyTisatuei, paboroit nporokona ARP n .
I

Tectuposanne cuerem oOHAPYKCHHA aTaK

Yeranoska npunoxensit, npuassannux k MAC-gapecam
Jamena ceTenoro alanTepa

Moayuenne IP-azpeca u apyrux napamerpon 1o nporokony DHCP,



OrpaHM4eHWA Ha MMHWManNbLHLIA paamep kagpa Ethernet

Crannapt IEEE B02.3 (hup://standards.ieee.org/getiece802/download/802.3-

2005 _section].pdf) sroguT orpannyenns Ha paamep kaapa Ethernet (n. 4.4.2): mumnnym 64
Daitra, makcamym 1518 Oaiir.

4.4.2 Allowable implementations
The following parameter values shall be used for their comesponding implementations:
Yaluis
Farameters 1o hihs
IBASE-S | 10 Gil's
Loa Milv's
| = 4
sloi Time 512 bt times i it times not applicable
interFrameCinp iy hits n hits 6 hits
attemptLimit 1t I6 nat applcable
boe ko TLimii ] L not apphicable
JamSiae 2 bits 12 buts nol appheable
rnei Uit ggod FrameSine I 518 octels 1 318 octels L5318 ociets
minkF mmeSiee 512 bitn i feb octging | 512 beis (64 ocieis) | 512 bits (6 ocicis)
burstlimin nost applicable 65 336 his not appheable
iisSireichBati ot applicable nol applicuble (k4 bans
|

Kak ckazano s Tos me aokymente (1. 4.2.3.3), orpanienne na MHHIMLILHEIT paivep

ppeiima caasano ¢ paborol nenoawsyemoro s cerax Ethernet meroma aoctyna k cpeae
nepesaqn CSMA/CD,

IEEE
CAMAC Srd BO2.3-2008

4.2.3.3 Minlmum frame size

The CSMA/CD Madia Access mechanism requires that o minimim frame length of minFrameSize bits be
tranamatted. 11 frameSicee 6 loss than minFmmeSoee, then the CSMACD MAC sublaver shall append exim
bits in wnits of ectets (pad), aler the end of the MAC clicat dats Neld but prior to caloulating and appending
the FCS (il nol provided by the MAC chent). The number of extra bits shall be sullicient o ensuro that the
frame, from the DA ficld through the FOS fcld inclusive, is ol least minFrameSise bis. [f the FCS is
toptionallv) provided by the MAC chient, the pad shall also be provided by the MAC client. The content of
ihe pad is unspecified,

Taxum obpasos, ecnn passep gipefivg Mensine TPEGYEMOro MUHHMLTEHOTO SHAMCHUT
{minFrameSize n aokysmenre), na nogyponsme MAC nomeen Oures 200ameH SanonnnTens,
Janonuurens J06AMIACTCR B KOHEL DONA AAMHBIX, 10 POCHETE KOMTPOILHON CYMMBIL.
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Onepauma gononnenna kaapa Ethernet somet O6iTh BRUTOIHEHA CAMHM CETERLIM AIANTEPOM
(ITO HAILIBAETCH CARTOIANOIHEHNEN ) HAN ero apaiinepos. [Tpu oM cojeprimoe
JANOAHMTER He pernamesTupyeres. C onepaumcii opMUPOBAHKA SANONHNTEIN CERIANA

HHTEPECHAN YAIRHMOCTh PEATHIALIN HEKOTOPRIX ApaiBEpOs, PACCMATPHBACMAN e,
OnucaHne yA3IBHMOCTH

Hexoropeie apaiipepsl ceTenkix ANANTEPOR HE JONMIHAIOT KOPOTKHE MAKETH HYIERBIMMI
Gaifrasm, BMECTO 3TON0 B KAYCCTBE JANOTHHTEAR MOFYT GLITh HCNOUILIOBAHE (PaArMenTh
NPEABTYUIIHX NAKETOB KM COACPARNMOC NAMATH 2/1pa.

Munexe: CAN-2003-0001

Kparkoe onucanse: Multiple Ethernet Network Interface Card (NIC) device drivers do not pad frames with
null bytes, which allows remote attackers to obtaln information from previous packets or kemel memary by
using malformed packets; as demonstrated by Etherleak,

CeBlkM:

ATSTAKE:AD1D603-1

URL: http: /fwww. atstake.com/research/advisories,/2003/a010603-1.txt

BUGTRAG: 20030110 Mare information regarding Etherleak

URL: http:/fmarc theaimsgroup.com/M=bugtragime= 1 0422204663224 38w=2
VULNWATCH: 20030110 More information regarding Etherleak

URL: http:/farchives, neohapsis. com/archives/vulnwatch/2003-91/0016.ktml

MISC: http:/fwww . atstake.com/research/advisories/ 2003/ atstake_etherieak_report. pdf
CERT-VN:VU#412115

URL:http://wwwe.kb.cert.org/vuls/id/412115

Takum oOpasoM, COAEPRHMOE JANOITHHTEAR JARNCHT 0T TOro, rie pacnonoken Gydep,
copepmanmit gpeiiv 1o ero nepemin. Bor BOIMoKHLIE BAPHANTR:

s Dwynamic kernel buffer {anmiamuucckas namsars siapa)




e Static device driver buffer (Gydep mpafisepa ceresoro anantepa)
e Hardware device transmit buffer (Gydep cereroro ananrepa)

B nepeoM cayuae HCNoAb3yeTca coaemammoe namaT sapa crexa TCP/IP, nockonsky 4acto
ihpeiive cTpoaTed © yuactHem cTeka TCP/P.

Bropoii cayuail poinuKkacT 101143, KOria Apaisep nepen nepenavci Gpeiiva noMenaeT ero B
croi cobeTrennki Oydep.

B rpersem cayuae dpeiim MomeT DhiTh J0OMONHEH AaHHBIMK H3 Oyiepa caMoro ceTeBoro
aanTepa Wi-3a TOro, 4T0 HEKOTOPEIE APAABEPE HEKOPPEKTHO HHPOPMHPYIOT CETERO
AJANTEP O pasMepe JaHHBIX, noMemaemex B ero Dydep. [lodromy B KavecTae 3anonHATEN B
FTOM CIYHAE BRCTYRACT (PPArMeHT NPEILUTYIICTO NAaKeTa,

Moyemy 3To moxeT BuITe OnacHo?

Jannas yRIsuMOCTh B GOALIHACTRE CAYHASH MPHCYIA Apaiisepy CeTesoro atanTepa,
NO3TOMY MOKET NPORBIATHCH HA pasHX Miatdopmax. B npHHIHIE, OHA NOIBOANET
NPOCMATPHBATE COACPRHMOE CCTEBBIX NAKETOR, AHATOMHMHO CETCRAM AHATHIATOPAM
(paccmaTpuBaesmbiv ganee). Ho, no cpasHeHHIO ¢ CETEBRIMH AHAINIATOPAMH, HCTIOIBIOBAHME
FTOH YAIBHMOCTH JI8ET HAPYIIHTENIO CASIYIONIHE NPEHMYIIECTRA:

*  BoaMomHOCTE NPOCMOTPA CETEBOIO TPADHKA B KOMMYTHDPYEMBIX CETHX

¢  BosMOKHOCTH LEASHANPABACHHOrD ¢Oopa HHHOPMALHH ¢ CETERRX 00REKTOR, TAKHX
KK MapIIPYTHIaTOPEI

Koneuno, noayuenne w3 cobpalHLIX JaHHLIX OCMLUCICHHOTD TEKCTE MOKET GLITh
HETPHBHATEHOI 3a1a%eil, HO B HEKOTOPRIX CAYHAAX MOKHO TIOJTYYHTE HATIPHMED,
coaepwumoe HTTP-3anpocos wim napoim, nepeaasaemsie no nporokoaas POP3, TELNET,
FIP 1.0

TecTupoBaHve ApanBepa CeTeBOro aganTepa

[porectuposars Apaiiep CCTEBOro AMANTEPA HA HATHMNE YRIBUMOCTH MOMHO CICIYIOUIHM
obpazom:

ping <rvecrnpyemuii yzen> -l | (um OC Windows)

ping <Tecrupyemsii yzen> -l 1
(ICMP — axo sanpoc paamepom 1 Gair)




Opansepbl w3 guctpnbyTnea Windows Server 2003

Mo sasusiv komnasnn NGSSoftware (o1 9 mwona 2003) nopobuas yazsumocts Owuia
0DHAPYIKEHA B HEKOTOPLIX paliBepax CETeRsIX ALANTEPOB, IOCTABIAEMBIX B COCTABE
Windows Server 2003, Pesyastarsl necneaoBanis MOKHO HAHTH N0 aapecy:
hitp://www.nextgenss.com/advisories/etherleak-2003.txt, a nomep Gionnerens (Advisory
number): #NISEOO062003.

YaasuMoCTs OKa3anach TPHCYHIA CIEIYIOUINM JPaiBePam CETEBLIX ATANTEPOB:
* VIA Rhine Il Compatible (MHTErpHpOBAHHEIE ¢ MATCPHHCKHMM TUIATAMH ).

*  AMD PCNet family (ucnons3yiores oTaensHsng sepenasn VM ware)

Yrazauusie gpaiirepsl uueor wudporyio noanuce Microsoft Windows Publisher u pxonsr g
cocrae mucTpubyTiea Windows Server 2003.

Cerense anamusarops (“cumupdepm”)
Yro Takoe “cHudppep”?

Cern Ethernel oTHOCHTCH K TAK HAIKIBASMBIM [MHPOKOBELIIATENBHEIM ceTaM. Metoa noctyna,
NONOKEHHLIH B OCHOBY TOi TexHOmOrM, TpelyeT 0T yanos, NOAKMOYEHHEIX K CETH,
HENPEPHIBIOTO NPOCTYNIHBIANA BCEI0 CETEROro Tpadmka. ITo 0INa4aeT, YT0 YUIL TAKOH
COTH MOTYT HCPEXBATHMBATE HHPOPMALIIK, BIPCCOBARRYIO CBOMM coceam, lanmas
ocobernocTs TexHonorud Ethernet nenaet roaMomHbIM NPOBCACHHE ATAK, HCIIOUBIYIOLLHX
MEXAHNIM «IIACCHBHOMO NPOCTYIHBAHHA», CpeicTsa I8 MPOBEICHHN TAKHX ATAK — 30
AHANWIATOPE! MPOTOKONOR WM cHIddephL.
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Tepmun “cundpep™ («moxaun) snepssie Gui Henoassosan komuanmeit Network Associates
B HasnaHin iasecTHoro npogykra "Sniffer (r) Network Analyzer". B camom obmesm emuicne,
cnoso “cundupep” oboznauaeTt yeTpoiicTRO, NOACTIONEHHOE K KOMITRIOTEPHOH CETH |
sanMckpaloniee pech e¢ paduk nogobuno Teaehomnnm Ky uKkaM”, SITHCHIBIO UM
reseponnpe pasrosopsl, Oapako dame seero “cundupepom™ HAILIBLOT NPOTPaMMY,



FANVILCHHYIO HA NOKIHYEHHOM K CETH Yile H NPOCMATPHBAIOUIYIO BECh TPAdHE CETEBOID
CEerMeHTa.

Kak paboraert “cundchcpep”?

Pabora “canipdepa” nenonsiver ocHoBHONH npuHupn rexsoaoruy Ethernet — oburyio cpemy
nepenaqas. 310 0IHAYAET, 9TO M000e YCTPOHCTRO, NOAKITIOYCHHOE K CETEBOMY CErMEHTY,
MOMKET COLIIATE W MPHAHMATE BCE COOOMIEHHA, B TOM YHCIE NPEIHATHAYCHHEIC HE eMY.

Cerennte ananrepst Ethernet moryt paforars 8 IBYX pEKHMAX: CEIEKTHRHOM (non-
Promiscuous) 1 neceaekTHaHoM (promiscuous). B neprom cayuae, npuHAMRIOTCH TOILKO
COOBILEHN, NpeIHATHANCHHBIC JaHHoMY yany. Bubop ocviecransercs Ha ocnose MAC-

anpeca dpeiiva.

g B8 | W B8 E=EEE
Oooos ] ooooa [ oonon []

Bo sropom ciy4ae GRALTPAIMA HE OCYIIECTRASETCH, H YIEH MPHHMMAET Bee dpeiivn,
NEPCABAECMBIC 110 CErMENTY.



Cxema anropurva padoTsl CETEBOTO ANAITTEPE TPH APHEME JAHHLIX (CEACKTHBILIH PEAHM)
NPHBEICHA HA CAELYIOEM PHCYHKL.
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Taknm oOpasom, B HECCICKTHBHOM PEAHME CCTCBLIC AANTEPH! NPHHHMADT Bee (Gpeiivel, B
TOM HHCC H HE NPCANHASCHNEE JEHHOMY YUY, CAHICTRCHNIOE MPORCPACMOC YTADRHE ~
HEAOCTHOCTE (hpeiima,
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+ Maxer npowen NpoBepKy LUENOCTHOCTI

Crnenmani3InpoRaHHkIE TPOTPAMMEL, IEPEBOIALIINE CETEROH AIAITECD B HECENEKTHRHEII
pesiM M CODHPAIOUINE BECH TPA(MK CETH JIIR NOCISTYIONIETD AHATHIL, HATLIBAIOTCH
AHATHIATOPAMHE NMPOTOKON0R Wik «cHU(depain. CobpanHitil Tpahik CerMeHTa MomeT
GuiTs oTobpaen Ha sxpane, sanucan & daitn n 1.0, Tak KIK KOMILIOTEPE! OGMEHHBAIOTCH 110
ceTH asonvHoil nadopmameii, B obs3annocT “canipepa” oOLMHO BXOAMT TaK
HAILIBAEMEI CTPYRTYPHBIH AHATHI NPOTOKONOR (BKIoYaowmil pasdnenne nakera Ha
JArOJOBKH M JHEKE) 0 BRIBOA HHGOpMAK B ya00HOM (MHTAEMOM) BHIIE.

AHAIHIATOP NPOTOKOJIOE — NPOrpaMMHLI mpogykT “apoiinore” npusencnna. On MomeT
OBITH HCTIOVIBIOBAH CREIHLTHCTAME H ATMHHECTPATOPAMH CETeil 1A AHLTITNR
NPOHCXOANINX B CCTH NPONECCOB W AHArHocTHER nencnpasnocteit. C apyroil cropoms,
cHHpPEPBI HCNONBIYIOTCH WIOYMBIILICHHHKAMMN LIS IPOBEICHHS ATAK { MEXAHIIM QTAKH -
“naccuexoe npocaymusanie”). Kpose Toro, ToT Me NPHHLNT DACCHBHOTO MPOCTYIIHBAHN
TpadhHKA TEKHT B 0cHOBE paboThl cpefcTs 0OHAPYKEHHA CETERLIX ATAK.

Hrak, anamsatopsl NPOTOKOA0E NOIBOANIOT JOYMBLIULICHHHEY NPOCMATPHBATE BECH Tpaduk
cerenoro cermenTa. Boamoken n nepexrat HIQOpPMAIIHK B CIYHAE HAXOAICHIA
WIOYMBILTEHINER B ApyToM cerMenTe” C noMouing aHamnsaTopa npoToKoIoR 370
OCYILCCTRHTE HEROIMOKHO, OJHAKO JUIH YO0 HCIOALIYIOTCN JAPYTHE METOL,
NOIBOSHICUINE NEPEHAPABNTE TPAPHK W3 APYTOro CErMEHTH HA YIET HAPYIIHTE |
PEAINIYIOUIHE ATAKH THIA WCOIIAHKE JOMHOTO DibEKTA-TIOCPEIHHKLY HA CCTEBOM H
TpascnoprHoM yposnax moaean OSL

B cemn Internet MOEKHO HAHTH MAOKECTBO AHAIHIATOPOR MPOTOKONOR JUIS PAVTHYHBLIX
ONEPAHOHHKEIX CHOTEM, ﬂlﬂf:ﬂ NCPCHHCICHB HCKOTOPKIC W3 HHX:

e CommView
Network Momtor
Ethereal (Wireshark)
* epdump
Bee onn, oGnanas noXoHM PYHKUHOHLIOM, pabOTRIOT 10 HAIOMEHHBIM BLILE IPHHILAINM.

Meps saupsTsl oT “cHubppepor”
Mepst sangrs o1 cuupepon caeayoT W3 IPHIIKING HX paboThl 1 1eaH aTaK:

o Indgposanne wudopmammm. Tak KAk NEIBK TPOCTYIIHBAHKA O0BMHO ARIRETCR
NEPEXBAT KPHTHIHON (KOHPUACHIHANBHOM) HHOOPMALHI, TO ¥Ia MEPA JALHTH
CHETAET HEROIMOMKHEIM MOCTSAYIOWHA BHATHY NEPEXBATCHHEIX TAHHLIX,



+ [locrpoenme cereii Ha OCHORE HATE/LICEKTYRABHEIX KoMMYTATOpOB (switches). Do
ANNAPATHOE PEIIcHHE NPODNEMEL, CROIAILEE K MHHHMYMY “0DIIYIO cpeny nepeiaqn’.
[lpn Henmons3oBAHME KOMMYTATOPOB MOKHO 0DECNEYHTE PEAKHM, KOTIA KaAIan
pabouan CTaHIHA OyAeT pabOTaTh B CROCM OTACTEHOM CCrMCHTE.

* Henoaszosanne cereBbiX A1aNTEPOR, HE NO/UICNMKHBAKIITNY HECEIEKTHBH b
peanm. Hexotophie U3 ceTeBRIX AJANTEPOR HE NOLIEPKHBAKT HECEIEKTHRHEH PeknmM
HA ANIAPATHOM VPOBHE, IPYyIrHe CHATMAOTCA ApaifBepoM, He NONYyCKAoUIHM paboTy B
HECENEKTHBHOM PEMKIIME,

e ObHapysenne HecaHRIHONHPOBANHO HEHOILIYEMBIX HA KOMILIOTEpAX
AHAIHIATOPOB NPoToK0A0B. Kak OuU10 YRA3aHO BRE, 00HAPYHHTE cHudi(ep
JOCTATOTHO CAMKHO. OIHAKO CYIECTBYIOT MPOTPAMMILIE CPEeICTRA, Pa3paboTaHHER
JUTA 3T0H ey — anTacaaddepsl. B kadecTse npuMepa MOKHO NPHBECTH
nporpaMMisii mpoaykT Antisniff kommansm Lopht, npodnas sepeua xoToporo
goctyina no agpecy: www.lopht.com.

Jlanee HexoTOPBIC H3 NEPEHHCTICHHEIX MEP JALIMTEl PACCMATPHBAKOTCS DoOsIee NoApoGHO.
MNpumeHeHWe KOMMYTaTOPOB

OueBHIHO, YTO B CETH, NOCTPOCHHON Ha 0a3e KOMMYTATOPOE, HAPYILHTENb HE HMEeT
BOZMOWKHOCTH NEPEXBATHT NAKeThl, ECIIH OHH A7[PECOBAHE] HE €My, TAK KiK Naker
HATPABJIAETCA HE BO BCE MOPTH (KK HA KOHIEHTPATOPE), a THIIL B TOT, K KOTOPOMY
MOAKTIOYEH MOTYHaTeNb.

Ho B aToM CITy1ac CIOCODE NPOCIVIIHBAHEA MOTIYT OBITH OCHOBAHE HA:
o YaipuMoCTAX KOMMY TOTODHE.

* Henonssosanne Mexanmima ARP-Spoofing (Gonee monpoGno paccmaTpuBacTcs B
pa3inene, nocesmEHHOM npoTokony ARP).

Yro kacaetcs }’H?-HHHGL"I'EFT KOMMYTATOPOE, TO B KARECTHEE IMTPHMEPOE MORHO MPHBECTH
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¢ Tenepanus GOABINOTO KONHYECTEA CETCRRX MakeTos ¢ paznmansimn MAC-anpecavn
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XPAHATCA COOTBCTCTBHA Me#ay MAC-aapecaMy M OpTaMy Ha KoMMyTaTope, Kak
CHEACTEHE, KOMMYTATOP [EPEBOAHTCA B PEIKHM KOHUECHTPATOPA.

*  OugyxeTka TaOIHIE KOMMYTAHH (HANPHMED, TYTEM HCMOILIOBAHAA KAKHX-THOO
YAIRHMOCTEH ) H MEPEROT KOMMYTaTOPa B pesum «obydcana». [Ipn aToM Ha mexoTopoe
EPEM.H KDM]-I}'TE.TI‘.JI.'I HPBE]_]-HJJ.I;,E.I‘.‘TEH B I{[_:IHI.[CHTPHTDF- nﬂ,ﬂJ}Eﬁ'HC‘C HA 3TY TEMY MOMHO
npognTaTs B [ 16].

OraensHOro paccCMOTPEHHS IACITYKHBAST CHTYAIIMA HASHAYEHHA TRYX oauHakopsx MAC-
APECcoB Y3naM, NOAKIOUYEHHEIM K O0HOMY H TOMY #Ke KOMMYTaTopy.

000011223344

000011223344
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Bo3HHEAET BONPOC, KAKOMY M3 V308 OVAST mepelaH MakeT, ¥ KOTOPOTo B KaMecTee aapeca
NOAYYATENA 3A0aH YEasaHHBH Ha pucyHEe MAC-anpec.

Port Security

Mexanmmsm «Port Securitys» cnymnT 008 3a0HTH 0T HECAHKIHOHWPOBARHOTO NOIETRONCHHT
K NopTy KoMmMyTatopa. Peanniverca aro nyrésM (popuuposarus cireka MAC-anpecon,
paspeinéuiey 8 gasnore nopra. Econ MAC-agpec otnpasurens B saronoske ipeiiva ne
NPHHAUICKAT VEAZAHHOMY CITMCKY, NAKeT 0TOPACKIBACTCA, FTOT CHHCOK JA0/EKEH OLITL
cihopMHPOBAH ATMHHNCTPATOPOM B «IIPHBA3AHY K MopTy, ECam 3T0T crnucok He 3a1aHx,
HEROTOPRIE KOMMYTATOPE! npH Bmoveand iyaskunn «Port Security» sanocst 8 nero 1-i
perperuBpiics MAC-aqpec 0 BOOCIEICTEBHE PAIpeLuaT TOILKO Cro.



Cnucok paspelwéHHsIx
MAC-agpecos:
00-EO-7D-90-AE-B2 -.,\

00-EQ-7D-80-AE-B2

ITOT MEXAHHIM MO3BOMACT B CIIYHAC OOHAPYKCHHN ATAKH HICHTHHIMPOBATD ¢E HCTOMHHE ¢
TOMHOCTRED 10 TIOPTA HA KOMMYTATOPE.

PasymeeTca, mexammiM «Port Security» ne MOKET KOHTPOIHPORATE NOATHHAOCTE MAC-
anpeca, T. €. He 3ampmact ot nonMensl MAC-aapeca. Dma yHEIHA KORTPOIHPYCT AHITE
snavermne MAC-aapeca omnpasurenn & saronoske peiiva.

ObHapyweHune cHudcepos

Tak kak caupdep no oNpegeneHHi0 HMEET «NACCHBHYIO» MPHPOIY, 00HAPYKHTE €10
JAOCTATOMHO CAOMHO,

Tem e menee, oDHAPYHHTE GAKT NPOCTYITHBAHHA Tpadiika B OTIENBHEIX CITYHANX BCE-TAKH
MOHHO. TecThl, NOIBOIAIOUIHE ITO CALNATH, MOKHO MOASTHTE HA CIE1YIONIHE TPYTIIb:

* [lo KOCEEHHEIM NPH3IHAKAM (OCHOBAHHBIM Ha 0CODEHHOCTAX PEATHIALLNH )
o Teors, yunreiBatoume ocoberrocTi peanusanuu creka TCPAP 8 OC
* DNS-TecThl
®  AHAHI 3Q/1CPECK
* Henons3oeanne npotokona ARP (nanGonee sdercrrnreni Metoa)
Jlanee HEeKOTOpEIC M3 NEPEUHCICHHLIX METO0B paccMatpuialoTes Donee noapodHo.

Huorma npreyrerene candpepa MoKHO 0DHAPYRHTE M0 KAKHM-THO0 KOCEEHHBIM
NPHEHAKAM, CBOHCTBEHHLIM KOHKpeTHOMY cHH(depy. B sactHocTi, Network Monitor (uz
coctasa Windows NT Server 4.0) sepeuii 1.x npu 2anvcke perncrpupyer ceoe NetBI1OS -
HMH, KOTOPOE MOJKHO YBHIETE KoMaunoil nbistat. B caenyromem npumMepe ums,
AperucTpUpoBanioe nporpamsMoi Network Monitor, B ciiicke MA@t nocaeauus (nocne M
DafT HMenn - <BF>).



E\=nbtstat -n

MetBIOS Local Name Table
Name Type Status
NT-IIS <20= UNIQUE Registered
NT-II5 <0l UNIQUE Registered
EDUDOMATN < GROUP Registered
EDUDOMALDLN <lE> GROUFP Registered
EDUDOMAILN <1D> UNIQUE Registered

W MEBROWSE_  =<0l> GROUP Registered
ADMINISTRATOR  <03> LNIQUE Registered
NT-II5797777777 <BF>= UNIQUE  Registered

Els

Creayias rpynns TecToR 0cHoBaHa Ha ocolennocTax obpadorin pasanunsmm OC
COCLHATLHEIM 0OPA30M NOCTPOCHILIX NaKeT0os. Hanpumep, eciii OTNPABATE B CETL NAKET ¢
HecymecTsyonga MAC-aapecom nomyaarens (Hanpusep, nporpassa AntiSniff
nenons3yer aapec 66:66:66:66:66:66), Ho ¢ KoppekTHO nocTpocHELM [P-3aronoskom
{(nanpumep, ICMP-3anpoc), 1o vekoropete sepean UNIX npu paGore ananrepa s
HECEINCKETHERHOM PERHMC OTBCTAT Ha TAKOH MaKeT.

KOpPEKTHRIA

‘ MAC | IP ICMP

= uekoppekTHei (Hecywectayiowmid) o]
MAC-agpec nony4aTens

DNS-1ecT ocHOBBIBASTCA HA TOM hakTe, 9TO 04eHE 4acTo cHHpdEpsl NBITAIDTCA ONPEIeIHTE
HMEHA YHI0B HA OCHOBE coDpanHoi HHGOpMALHY (HANPHMED, NPH NOMOLLH 00paTHbX DINS-
sanpocos). [Iporpavsa AntiSniff neperout ceTeroil anantep B HECENEKTHBHEIN PEKHM H
NOCHUIAET B CeTh MNAKETHl, COINSPWANLIHE HecyiecTByomue aapeca. Ecnn kakum-mibo yinom,
NOAKTIOYEHHEIM K CErMenTY, 0vaeT nocran obpatuntii DNS-3anpoc no kagoMy-nubo agapecy,
JENAETCA NPEATOINKEHHE 0 paboTe CETEBON0 ANANTEPE YIIa B HECEICKTHBHOM PEKHME.



